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Generating a CSR on Synology NAS

Pre-requisites for Synology NAS server users

1. First of all to get a trusted certificate you need to own a domain name which can be assigned to
your Synology DDNS service since the SSL certificates offered on our web-site can only be issued
for FQDN (fully qualified domain name), (the DDNS service is offered for free for Synology users
on https://myds.synology.com);

2. Setup your DDNS service before you go to the next step;

3. Then a CNAME DNS forward from the domain or subdomain (yourdomain.com) to the DDNS
service (such as name.synology.me) should be added.

Here is a quick guide below:

Log in to your cPanel and find the “Domains” box and then click on Advanced DNS Zone Editor.

Domains A
Subdomains Addon Farked Fedirects Simple DNS Advanced
Comains Comains Zone Editor ONS Zone
- Editor

Under “Add a Record” fill in each box with your own information. There should be a domain name in
thefield and the Synology NAS hostname in the field. Then click on “Add Record®.

Add a Record

Name: I_ v

TTL: {120 @
Type: lm

CNAME: r _ -— (V)

Add Record I

4. Please make sure Port Forwarding has been configured on his router.
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https://myds.synology.com/
https://erictummers.wordpress.com/2013/04/29/resolve-certificate-error-for-synology-diskstation-part-2-of-4/
http://forum.synology.com/wiki/index.php/Manual_Port_Forwarding_with_a_Linksys_Router
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CSR code generation:

e Log into Synology and navigate to Control Panel > Security > Certificate and click on “Create

Certificate*.
.E Control Panel
ﬁ- .O Security Firewall Protection Auto Block Certificate
A~ Fil i .
File Sharing Action
Shared Folder Create, renew, import or sign certificates for use with this server or others.

N —— Create certificate Import certificate
i File Services

Server certificate
™
User

e Select “Create certificate signing request (CSR)” and click “Next*.

Create certificate x

Please choose an action

Create self-signed certificate

Create a self-signed certificate usually used to secure channels between the server and a
group of known users.

@ Create certificate signing request (CSR) il—
Create a certificate request and apply a certificate from a certificate authority.
Renew certificate
Create a new private key and certificate signing request to renew your certificate.
Sign certificate signing request (CSR)

Use the system's root certificate to sign a certificate signing request (CSR)

— Next Cancel

e Now fill out the request form with personal information:

Private Key Length: 2048;

Common Name: Enter the domain name (or subdomain) in question;

Email: Enter email address;

Country, State, City - please specify the details of the company the certificate will be issued for -
your company name;

Organization -your company name;

Department - company division (sales, IT, security, media etc. you can specify NA if nothing else
comes up).
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Once the form has been completely filled out click on “Next*.

Create certificate x

Create certificate signing request (CSR)

Please fill in relevant information for the certificate signing request.

Private key length: 2048 -
Common name: - | L
Email: adminGe = ]
Country: [US] United States of Ame =
State/Province: Your State

City: Your City

Organization: e W

Department: I; [ |

Back —_— Next Cancel

e Now click on “Download*. This will download a file called archive.zip which will contain two
files: server.csr and server.key — these files should be backed up.

Create certificate x

Create certificate signing request completion

Click Download to export your private key and certificate signing request (CSR). Send this
certificate signing request to a third-party certificate authority to acquire a certificate which can
be imported using your private key.

Please keep your private key safe to prevent compromising the security of the DiskStation. The
private key will not be saved in the DiskStation until it's imported along with your server
certificate.

Back — Cancel

Once the CSR code is generated you can start the SSL activation process in your Namecheap account.

After the SSL activation and validation processes are completed you will receive an email with certificate
files from the Certificate Authority and will be able to install the certificate on your Synology NAS.
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https://www.namecheap.com/support/knowledgebase/article.aspx/794/67/how-do-i-activate-an-ssl-certificate

