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Generating a CSR on Plesk Onyx

CSR stands for certificate signing request. This request is used to send all necessary information such as
domain name, location of the applicant or organization, public key to the Certificate Authority.

To generate CSR in your Plesk Panel, the following steps should be done:

1. Login to the Plesk control panel.

< c | # Secure | https://plesk.ssltest.club:8443/login_up.php

ple S k web host edition

lsername
Password

Interface language Default

Forgot your password?

2. Depending on the Plesk account type, you can see two web interfaces:

e “Service Provider view” is the default for Server Administrator and Reseller accounts;
o “Power User view” is the default for Customer account.

ff Home

Domains

This is where you view infermation on all domain names registered in the system and can proceed to managing hosting services. To add a
domain for yourself or for hesting customers, just click Add Domain. You will be prompted to create a new customer and subscription while

R E SElE= creating a domain, or to select from existing cnes.

L customers

oF Add Domain  opF Add Subdomain - Add Domain Alias Change Status ~ 3% Remove A~
% Resellers
1 items total Entries per page: 10 25 100 All
@ Domains
Domain Name Hosting Type  Subscriber Setup Date v Renewal Date Disk Usage Traffic

Subscripti —
%t subscriptior 4> website  Administrator,  Aug 29, 2017 — 0.5 MB 0.2 £ Open B Preview

EV SSL Club MB/month

[l service Plans
1 items total Entries per page: 10 25 100 All
Server Management

My Profile

4 Profile & Preferences

# Change Password
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Click on “SSL/TLS Certificates”

a) For “Service Provider view”, go to “Domains” section and click on your domain name that you are
going to secure.

Search... Q. Home Domains
& Home ssltest.club
Hosting Services Website at Gal httpdocs/  IP address: System user: hebriff
-L Customers ? Hosting Settings £' Open [@ Preview Suspend Disable Description
&, Resellers Start creating your website in one of the following ways:
@ Domains Install an Application Create a Custom Website
Create your site by installing a web app. such as WordPress Upload your web content and add databases.
Subs ions or Drupal.
%t subscription £ Files Databases
[ Service Plans sl A
Server Management
SHOW LESS
1Y Tools & Settings
.= Extensions
/™, web Hosting Access FTP Access _' Hosting Settings
& Docker - L
\‘:‘J WordPress 0 Git PHP Settings (— Apache & nginx Settings

PHP version: 7.0.22

My Profile

Applications File Mana

#4 Profile & Preferences ger | I Web Statistics

AP Change Password

Il". DNS Settings _~ Email Addresses S Mail Settings
B SSU/TLS Certificates Password-Protected Directories 3 Website Copying
] ~
Logs = Web Users : Docker Proxy Rules
-

b) For “Power User view”, go to “Websites & Domains” > Find the right domain name and click on
“SSL/TLS Certificates”

@ Websites & Domains

Websites & Domains

This is where you set up and manage websites.

= Mail op Add Domain  or Add Subdomain ?

ssltest.club

8 Applications

Files
Website at 53 httpdocs/ 1P address: 172.31.17.29  System user: customer
Databases T Hosting Settings .‘ﬁ' Open [@ Preview Suspend Disable Description
= File - ‘n
Eamaes - - yatabases WordPress
Statistics Manager El Databa: \‘) ordPres: Install
Add Database
SHOW LESS
; Account
F Web Hosting Access FTP Access Hosting Settings
& wordpress - p '
0 Git PHP Settings Applications
PHP version: 7.0.22
f File Manager l I Web Statistics I:'.' DNS5 Settings
Email Addresses Mail Settings SSL/TLS Certificates
-, ar —
f B Website Copying : Logs
o -
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3. Further instructions will be the same for both views. Click “Add SSL/TLS Certificate”

Home Domains

SSL/TLS Certificates for ssltest.club

If you created a certificate signing request on this server and received the certificate file, upload it here. If you want to upload a certificate and
private key pair generated on a different server, or generate a self-signed certificate, click Add SSL/TLS Certificate.

After adding an SSL/TLS certificate to a domain, you need to enable SSL/TLS support and select that certificate in the website hosting settings:
Websites & Domains = Hosting Settings of this domain = Security.

Upload the certificate here

Certificate (*.crf) * Choose File | Mo file chosen

Upload Certificate
o Add SSL/TLS Certificate  View Certificates '.’Et' Secure Webmail 3% Remove [o}

Mo itemns found.

4. Fill out all the necessary fields on this page and click “Request™:

v “Certificate Name” - it can be any friendly name to distinguish a particular SSL certificate
in Plesk Panel.

“Bits” - is a length of public key, 2048-bit is a minimum security standard nowadays.

“Country” - choose your country from the list, it will be shown in the CSR as two-letters

country code.

“State or province” - state, county or region where the company or applicant is located.

“Location (city)” - is a locality or city of the country.

“Organization name (company)” - is the officially registered name of the organization that

applies for a certificate. If you do not have any, put NA here.

v' “Organization department or division name” - is the name of the department or division
within your organization. This is an optional field.

v" “Domain name” - is a fully qualified domain name (FQDN) that should be secured. The
subdomain can be entered as well. To generate a CSR for a Wildcard certificate, put the
server hostname in this format: *.domain.com.

v' “Email” - put your email here.

AN

AN
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Home Domains ssltest.club SSL/TLS Certificates
Add SSL/TLS Certificate
Certificate name * Mamecheap 55L 1]
Settings
Use this form to generate a request for a certificate, to buy a certificate from your provider, or to generate a self-signed certificate,

Arequest is a CSR file that contains the information about your domain that you specified in the form. You can submit the request to a certification authority
for issuing a certificate for you. You will then uplead it using one of the upload forms below.

A self-signed certificate is an identity certificate signed by its own creator. If you use such a certificate, it means that you yourself verify your sites’ identity.
Although self-signed certificates allow the usage of S5L/TLS, they are trusted less, and considered as less secure.

Bits * 2048 ¥

Country * United States v
State or province *

Location (city) *

Organization name {company) *

Organization department or
division name

Domain name *

Email *
Request Buy SSL/TLS Certificate Self-signed
Upload the Ce

5. New SSL certificate container will appear in the list. Click on it to find a CSR code and a private
key generated along with CSR. A private key is required for further SSL installation to one or
multiple hosting servers.

Home Domains

SSL/TLS Certificates for ssltest.club

If you created a certificate signing request on this server and received the certificate file, upload it here. If you want to upload a certificate and private key pair
generated on a different server, or generate a self-signed certificate, click Add SSL/TLS Certificate.

After adding an S5L/TLS certificate to a domain, you need to enable S5L/TLS support and select that certificate in the website hosting settings: Websites &
Domains = Hosting Settings of this domain = Security.

Upload the certificate here

Certificate (*.crt) * Choose File | Mo file chosen

Upload cCertificate

ob Add SSL/TLS Certificate  View Certificates (&) secure Webmail 3% Remove Q
1 items total Entries per page: 10 25 100 All
O r K c A Mame Used
o m P w o= o &
1 items total Entries per page: 10 25 100 All
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6. Scroll down in order to find the CSR code. Copy all of it including header ----- BEGIN
CERTIFICATE REQUEST----- and footer ----- END CERTIFICATE REQUEST-----.

CSR

MITIC1jCCARACAQAWE PAXCZ ATBgNVBAYTALVTMOswCQYDVQQIDAIDQTEUMBIGAILE
BwwLTG9z IEFuZ Vs MxFDASEgNVEACMC@VWIFNT TCEDDHViMRkwFwYDWQQDDBE3
d3cuc3NsdGVzdCS JoHVIMS BwkwY JKoZI hvcNAQKBFhS Ldkd1 bmUubk1@cmOmy W5y
dkBEb25 1Mz AwMCSuZ XQweg EiMABGCSqG5IbIDQEBAQUAAATEDwANEEKADTBAQCS
dLyzXExmyTWHEZkbGeBoSSFIWV2KWeEGE f 1SyHF ZBNNIugh1kwuSVRDMIaQNg5/ sR
Z++fN1p8+GAF /+1tMGyBbh 38 XNgb2p0RIfhbFEHNjCEVkzkx3rR7 /UxADgl6G2
ulCjt633nTEFasvhny 2wVBDAQhX Oy +N39K1 1AL/ Yre2d6eTZ01nIvG0VSxddSEgls
QsNSnrePlDn? laQ+4leyLgZIsncNZYag2yKdj 7 s4PHQ07qUhEsHUFt jTwBsmSxeg
GsqTevRj63npinQQHMLOENtHSrEBiakK 06X Exd /DAUFvOLzeM+mO3rYSsczUdHr M
LjWiEnVgCdMAuFWVAK+al AgMBAAGZADANBEkghk1GIwABAQsFAADCAQEADLaYER/ g
hZTVPN45SnDeTSQ] shIHplheMFykmifzy 2wd TNMOBNFay JNFVIET /v 3IMOmNUZ imHS
1CL3t3axkC7AX1I0bp7VUBNh1ACT oEEVIBUPYEZbBBY FRORNITIBIUIUSsNgHEICs
TOfUrshjXLxwMcAE+kmt¥3MRrLXDCPD2hygavCILThalY pgSEmWCCEH, 3REBUYFF
cLzyx2VU1mB8UDP16j3In3zSedHAWLyHRplg733N1nMlbarRqsNToFgOxirPSNZy k
phDINFZZXyELGUmE] yVaaedTw@1lGd+ZgTT2N18,/ 2M32YCuQnUPcnRE68h+HwWRE g
stMBsin¥59g]G0==

Private key (*.key)

-----BEGIN PRIVATE KEY-----
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