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Generating CSR using WHM 11.48

In order to activate an SSL certificate it is required to submit a CSR (Certificate Signing Request) on our
website. The CSR is a block of code with encrypted information about your company and domain name.

To generate the CSR in WHM you need to:
e Loginto your WHM account
e Find option ‘Generate an SSL Certificate and Signing Request’
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e On the new page you will be requested to provide the information required for CSR generation.
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I Note: If you check the first box and enter your email address, the keys will be sent to the provided
address after generation.

e Key Size. Usually there are two options: 2048 and 4096. You can choose any of them. 2048 key
size is considered secure nowadays, but if you wish to have a higher security level, 4096 key size is
preferable. However, every doubling of key size slows down establishment of SSL/TLS session by
6-7 times. Additionally, a bigger key size increases load on your server’s CPU.
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{3 Service Configuration

Contact Information

Manage Service SSL Certificates When generatmg 'a certlﬁca'te signing request, we can send a copy of_ the*:l'erated self—s!gned certificate, the private
key and the certificate signing request. Depending on your mail service provider, your mail may be sent over an
&g Account Functions insecure channel. We do not recommend sending private keys if the email service provider you use does not support

secure mail via SSL/TLS.
Raw Apache Log Download

[V When complete, email me the certificate, key, and CSR.
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Cenerate an SSL Certificate and Email Address:

Signing Re

Install an SSL Certificate on a admm@SSI-Cemﬁcate-hOSt‘coml o
Domain Provide your email address to receive a copy of the generated

Manage SSL Hosts cestticate. Key, and CSR

Purchase and Install an SSL
Certificate Private Key Options

S5L Storage Manager When the system generates a self-signed certificate and CSR, the system also generates a new private key for the

© Back To Top insecure method.
Copyright© 2013 cPanel, Inc. Key Size:

EULA .
2,048 bits (Recommended) ﬂ

Important: It is mandatory to use only alphanumeric characters. Otherwise, there is a possibility that a
Certificate Authority will reject the CSR and certificate activation will fail.
All the fields (except for the ‘passphrase’) must be filled in.

e Domains. Here you should put the domain name you wish to secure. In case SSL should be issued
for a subdomain, it is required to specify a domain’s subdomain as ‘subl.yourdomain.com’. If you
have a wildcard certificate, please put an asterisk with a dot in front of the domain name as
“*.yourdomain.com’. If the CSR is generated for a Multi Domain certificate, you should specify the
domain names one per line.
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For a Geotrust Domain Validated certificate (QuickSSL Premium, RapidSSL) to be valid on a domain
name with and without www, it is required to specify the domain name with www in the field
(www.yourdomain.com). This feature works only for main domains, but not for subdomains.
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ssl % Home » SSL/TLS » Generate an SSL Certificate and Signing Request
Q ) Certificate Information
{23 Service Configuration / The information provided below is used to create a self-signed certificate and the corresponding certificate signing

request. Since this is the information that users will see when they access a site via SSL, it is important to provide

Manage Sevvice SSCCentificates accurate and valid information.

i@ Account Functions 3 .
‘e Domains: Required
Raw Apache Log Download www.ssl-certificate-host.com

" SSLTLS ©

Generate an SSL Certificate and Provide the FODNSs that you wish to secure, one per line. To
signing Request create and use a wildcard domain, add an asterisk to the

domain name as in the following example: * sample.com.

Install an SSL Certificate on a NOTE: Many CAs charge a higher price to issue multiple-
Domain domain certificates (sometimes called “UCCs” or “SAN
Manage SSL Hosts certificates”) and certificates that include wildcard domains.
Purchase and Install an SSL .

City: Required
Certificate 2
SSL Storage Manager Los Angeles o
o Back To Top Provide the complete name for the city or locality. Do not use

abbreviations.

Copyright® 2013 cPanel, Inc.

EULA State: Required
California <@

Provide the complete name for the state or province. Do not
use abbreviations.

If you have a certificate with domain validation, it is not mandatory to specify Company Name and
Company Division fields. However, do not leave the fields blank, just put there ‘NA’ instead.
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{53 Service Configuration

Country: Required
US (United States) = e

M Service SSL Certificat:
- g (U7 Choose the country of origin for the certificate’s “Company”.

{53 Account Functions

Company Name: Required

Raw Apache Log Download
NA
") SSL/TLS °
Sy Provide the legally-registered name for your business. If your

Generate an SSL Certificate and company name includes symbols other than a period or
Signing Request comma, check with your certificate authority to confirm that
Install an SSL Certificate on a they are acceptable.
Domain

Company Division:
Manage SSL Hosts
Purchase and Install an SSL NA ©
Certificate Provide the name of the division or group within the above

company. If the division includes symbols other than a period
or comma, check with your certificate authority to confirm that

© Back To Top they are acceptable.

SSL Storage Manager

5 Email:
Copyright© 2013 cPanel, Inc.

EULA admin@ssl-certificate-host.com Q

Email Address where you can be contacted for verification of
domain ownership.

www.chakrasuria.com




Web

Mobile
Domain & Hosting VXS CHAKRA SURIA

Social
Digital Marketing SDN BHD 768351 P

SEOQ/PPC
Site Security
Email Marketing

Simplified

It is not mandatory to specify the Passphrase. In fact it is not with the passphrase your Private Key will be
encrypted, but with a challenge password. The "challenge password" used to be a shared secret between a
certificate applicant and a Certificate Authority. Nowadays challenge password is not required to have an
SSL issued and can be considered as an obsolete feature.

e Once you fill the required information in, click on “Create”.
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FrOVIGE The name O the aIvISIOoNn or group witnin the apove
U ° o company. If the division includes symbols other than a period
@ Service Configuration or comma, check with your certificate authority to confirm that
they are acceptable.

Manage Service SSL Certificates

Email:
@@ Account Functions
admin@ssl-certificate-host.com (V]
Raw Apache Log Download
Email Address where you can be contacted for verification of
4 SSLITLS A domain ownership.
‘ Cenerate an SSL Certificate and
Signing Request
Shared Secrets
Install an SSL Certificate on a
Domain Some certificate authorities may require CSRs to have a passphrase. The certificate authority can use a CSR passphrase
to confirm the identity of the person or organization with whom you wish to communicate. CSR passphrases are stored
Manage SSL Hosts unencrypted in the CSR. Because of this, and also because you will share this passphrase with a third party, do not use

Purchase and Install an SSL an important password here.

Certificate
Passphrase:
SSL Storage Manager

© Back To Top
44 Do not use an important password. Passphrases stored in

CSRs are not encrypted, which means third party attackers can
easily read these passphrases.

On the prompted page you will see three blocks of code.

Copyright© 2013 cPanel, Inc.
EULA

e Signing Request. Actually it is your CSR that you should submit during SSL activation on our
website.

e Certificate. It’s a self-signed certificate issued for your domain name which will be not used
further. Eventually you will receive a trusted certificate issued for your domain name.
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ssl % Home » SSL/TLS » Generate an SSL Certificate and Signing Request
(~) e
{23 Service Configuration \/ Signing Request:
i PRI = BEGIN CERTIFICATE REQUEST----- ™
Manage Service SSL Certificates MIIC73CCAAYCAQAWgagxJTAIBoNVBAMMHHA3dy5Zzc2wt Y2VydGlmaWNhdGUtaG9z ||
g dC57b20xCzAIBgNVBAOMAKSBMS 0WKWY JKoZ ThvcNAQKBFhShZG1pbkBzc 2wt Y2Vy
@@ Account Functions dG1maWNhdGUtaG9zdC5ib20xCzAIBgNVBAYTALVTMRMWEQYDVQQI DAPDYRXpZmIy
bmlhMQswCQYDVQOLDAJOQTEUMBIGA1 UEBWWLTGO2zIEFuZ2VsZXMwgaEiMAOGCSqG
Raw Apache Log Download SIb3DQEBAQUAA4 IBDWAWGQEKACTBAQCRGYP] TErGalyipQawEbsEha7vU20pM15n
n30A3aKa7+Qph/YUv5coStrzfEMG4Cou9beWLCy4 8BVwiPAOCE 9Mo] 6XéqyG3hlK
| SSLTLS v y£87dt/11R1nL/wwyiXtF/xCaZgwRraX3s0J3Gc1xThul14hGAVQFWSD/pXxZ5pk
= FMavPguSXUzutRXPtUYKoS7YzZzEficp2rZgt /p4FjHQZISx8gaX5/eQ56RrFGeow
T I R 06nqy3gRplCTECKX625VxEC] 3UavKSErQdDklec/ H1bKnCNekul 68 rwbFXrwl2Q0
Signing Request QhisHLOSWXuGbkIrmEO+1ZvHadwOHEFyO+kgITM70/34uiidaCFzAgMBAAGGADAN
BakqhkiGow0BAQUFAAOCAQEAEVI+LIQL2M011udly/ 7TWZLu3S0PkVOYZvwilg+EM  —

Install:an SSL Centificate on'a 1WWabopyTC/d4KcPCTEI T20RK3k955C0Z05vAOEgTdmz115ct0zXy2+1SNasthvl

Domain AkUubT/A0IKaa08MBQqHpthnPYDoSHQyutVYPbHbc PFKILoU4Y9J88GERsyRuUTKB
CxqasTF9P38réuCaX5/kaM1YSCYsXknkdauSrGk3ZQTEIfmEFisfAXs1IWWVQVXYD ;I

Manage 35 Hasts 1Ivxou72£AyzdEwzDnBLv405J8n4v] 2CougSy42GiZ00xAkug5aUQqqy/RaGEeIT

Purchase and Install an SSL

Certificate Cestibcate:

SSL Storage Manager 000 ————o BEGIN CERTIFICATE----—-
MIIEITCCAWmgAWIBAQIFAIG3Z+QwDQYJKoZIhvcNAQEFBQAwgagxJTAJBgNVBAMM

o Back To Top HHd3dy5zc2wtY2VydGlmaWNhdGUtaG9zdC5jb20xCzAJBgNVBACMAKSBMSOWKWY J

KoZIhvcNAQKBFhShZG1pbkBzc2wtY2VydGlmaWNhdGUtaG92zdC5ib20xCZzAIBgNV
2 BAYTA1VIMRMWEQYDVQQIDAPDYWXpZmdybml hMQswCQYDVQQLDAJOQTEUMBIGALUE
Copyright®© 2013 cPanel, Inc. BWWLTGO2IEFuZ2VsZXMwHhcNMTMxM] T 5MDk zMDM5Kh cHMT QxM] T SMDkzMDMS W CB
EULA QDE1MCMGA1UEAWWCd3d3LnNzbC13ZXJ0aWZpY2F0ZS1cb3NOLINVbTELMAKGALUE

o CgwCTKEXLTArBgkqhkiGow0BCQEWHMFXbW1uQHNZbC1] ZXJ0aWZpY2F0Z510b3N0
LrNvbTELMAKGA1UEBhMCVVMXEZARBgNVBAGMCKNhbG1mb3 JuaWEXCZAJBGNVBASM
AKSBMRQWEQYDVQQHDATMb3MgQWSnZNx1czCCASIWDQY JKoZ ThveNAQEBBQADGQER
ADCCAQoCggEBAJGPg+PsSsZrTKK1BrARuwSGzu9TbSkyXme ££QDdoprv5CmHShS/

e Private Key. The key that will be used for decoding during SSL/TLS handshake once the
certificate is installed. Make sure that you save it properly as the Private Key will be required for
installation of the certificate on the server.
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4 MMo17RE8Q0GYMELal97DidxnNcSIbpZeIRgFUBVkg/ 6VEWeaZBTGrz4LuVIiM7rUV
Generate an SSi. Certificate and z7VGCqEu2M2c34nKdg2YLE6eBYx0GSUs fKml+£3k0ekaxRugMDup6st 6gKdQuxAs

ces+VciAo91ILykhKOHQS TXnPxSWypw]XJLtevKeGxVEeSEPEKEIYrByzucF7hmSC
K5hDvtWbx2ncDh+hcjvpIC0z06P9+LoonWghcwIDAQABACIBAHStg+AJyW4] /Omp
vo8UX1/D1K1k1nJSK3ZcY/xgcQavBPZuCJahMnWbX 67 6DUB6408XUcoHZO0YRMT /S
PZbTO9mldmNHy+A9Yud FBfbGXzwxewr81DpéNcIrP2MKbqWZU3uMoTUrEciwi2Nh

Signing Request

Instali an SSL Certificate on a

Domain £37mo32zWALbMTeykihCEYaiZI26Zy0bY 7 56m0FzZzYQe SwQSNW3VDRY 661 pd2CT

Manage SSL Hosts 4HphI26VMAUY6£CPON0C23I0EBIAUMVE/g7SEECOV51SIvhpYERSTHOSQHAGZKLE
Kécx3x04Lbzd3iGP/RVtypnSecY2L]oVMUzp28JB+MuuTqgMwOBretLDgoA/kgMI

Purchase and Install an SSL HsVzsWECQYEAwWVMSu/sRb7cGxkSgq0S+5£CaLl] 6i1hk5dsneX0Ond3TE3fWTVE2kO

Certificate PPx4Qr3ynKKxKj451pglJi5KipIpfhWpobaRFOMJIeadkiwe/xMw6Ady/T1x/bjeo
rKbVVOFPG0zY7raGTaLiy+0Ocrhvrh9l+6kz/m4Iyg/BJAY3nT9£435MCgYEAWOKS

SSL Storage Manager Z053WovCI2b3NninkfgHVIa3LXySpRIMTWIKavvVKCOUQIwsKacCvilfg9K/vEST
C+b6H+w2vCoQHWPn2L3NspftbZ ] tEukyaQq9Ul kpRHNG3 tKoUXS 6LXdmxm/ 1tCe
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That’s all, now you can proceed with SSL activation on our website.
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