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Generating CSR in Exchange 2013 Shell

The Exchange Management provides a command-line interface for Exchange server 2013. In fact, when
you perform any actions in EAC, the Shell is doing the work behind the scenes.

The Certificate Signing Request (CSR) can be generated both in EAC and by using the command line. In
this article, we will explain the commands used to create the CSR for the main
domain mail.ncssltest.info and one additional domain autodiscover.ncsstest.info using Exchange Shell.

Open the Exchange Management Shell and type the following command:

New-ExchangeCertificate -GenerateRequest -RequestFile “path_to csr.txt” -FriendlyName
“friendly name” -SubjectName
“c=Country,s=State,|=Locality,0=Organization,ou=Organizational Unit,cn=Common_Name” -
DomainName additional.domain.com -PrivateKeyExportable $true

Here is a short description of the commands:

e RequestFile: the path to the folder where the .txt or .req file with the text of the CSR will be stored.

In our example, we saved the file to the disc C://, folder “certs”.

FriendlyName: this field is used by the server administrator to identify the CSR later.

SubjectName: these details will be checked by the Certificate Authority before CSR issuance.

Country: two-digit code of the country your domain is operating/registered in.

State: the full name of the state/province/region inside the country. If there are no states or regions

in your country, you can use the city name in this field.

Locality: the full name of the city.

e Organization: the full registered name of your organization. You can enter NA here if you do not
have a company, as Certificate Authorities do not verify the company for domain-validated (DV)
certificates. Usually, it is enough to use the domain-validated certificate to secure Exchange
services.

¢ Organizational Unit: the name of the department inside the company. If there is no department in
your company, you may enter NA.

e Common Name: the domain name you need to secure. This will become the primary domain of
your multi-domain certificate.

e DomainName: any additional domain(s) which will take one of the slots in your certifiacate.

e PrivateKeyExportable $true: this part of the command means that you allow exporting the private
key from the server. It should be used if you are going to export the certificate later and install it on
the other server. Using “$false” here or excluding this part from the command will not allow the
private key to be exported and will cause issues with using the certificate on other servers.

Note: use only alphanumeric letters and digits and avoid using any special characters like ““/”, “&”, “a”,
etc.
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[FS1 C:~UWindows“system32>*New—ExchangeCertificate —GenerateRequest —RequestFile "C:iscerts'mailshellcse.txt" —-FriendlyMame
"mailshell"” —SubjectMame “c=US,.z=California,l=Los Angeles.o=Namecheap.ou=88L.cn=mail.ncssltest.info" —DomainMame autodi]
cover.ncssltest.info —PrivateKeyExportahle $true
————BEGIN NEW CERTIFICATE REQUEST
ITEI=CCAwsCAQAwe DEcMBo GA1UEAwWT hYFphC5uY 3NzbHR1c 3Qual/Smbz EHMAOG

A1UECwwDU1NMMRIwEAY DUGQKDA 10Y W1 1Y 2h1Y XAxFDAS BgNUBAcMCAxve yBBbmd 1

kuvZ/M5uwelSluvK+01=z7?¥8xnBlueT i1 bu?MI 4w+kGRHIVY¥TOKSAggpQFB+d3R1=Y
Q6dd3¥YuhM/8EbtKniBYwnaEh7ogxills lu/8nkOtstuvBen7aNypc4Ne 1ZnCouiC

g¥ KKuYBBAGCNwBCAzENFgo 2L jIu0T I wMC4yMFuGCEs GAQQBy jc UFDFPMEBCAQUH
21 hallyubmNz ¢ 2 xBZENBLm 1luZn8MDB5 DU1NMUEUTUFxNQUIMJAwiTW]1 jemP=h2Z8
kU4¥2hhbmd1L1N1cnZp¥2U 1 h3NALnU4ZT ByBgorBgEEAY I 3DQI CHWQuY g I BARS A

pENjb3Z1ci5uY¥3Nz=bHR1c3QualsmbzAMBgNUHRMEAF 8EA jAAMBAGALUADgQUEBEn
NiFyuUDEEuwM/r2ulCee yl ImTANBgkghkiGYwBBAQUFAAOCAQEAMGts3p=bUT +A
McgMBgAFOGJYPPFY inW8bYwf g¥8gudc ith4GCNhg +FgB85k6Up6 luZghuHwZx=a4
jR+GheCgmnal rQBeMJPPubdMuinf nH2dwi SHdkealjif Gud4SuBdUIU?e DUEZhyD
[ pDuFrKzMAu?sUf mdkDJcpiB8DznHSFEP3WsUGUB3 tcgQ4En] zgA4+pxogDhlRyf j
pmxAJAUY 6 DUYEFLiijwn367KB23223mus /is=Xbl Oyn +JK=z828 xh 2 QNxrsf mZD3
HFMpEBaROQK./1BNUgUuEt? yuiGUbLFfnBTk2H jgmn KEBE 2 +»Fpuon 1+gSHNwC2d
M8 jpEA +aQ==

————END MNEW CERTIFICATE REQUEST

The file is stored on your computer in the folder you specified in the “-RequestFile” command.
You may now activate your certificate using the CSR text. Remember that it is necessary to use the whole
text, including Begin and End lines.
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