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Generating CSR in Exchange 2013 EAC

This article will describe the steps needed to generate a CSR in Exchange 2013 using the tools accessible
through a browser.

In this example, we are generating the CSR on the server called MAIL for the
domains mail.ncssltest.info, ncssltest.info and autodiscover.ncssltest.info.

While setting up the Exchange server, you can specify the same subdomain “mail” for most services, such
as OWA (Outlook Web Access) or OAB (Offline Address Book). For Autodiscover services, the
subdomain “autodiscover” is typically used, and Outlook Anywhere is usually accessible via subdomain
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The Certificate Signing Request is generated in Exchange Administration Center.

1. First, open your Exchange Administration Center in the web browser (usually done via
https://localhost/ecp) and navigate to Servers > Certificates. Then click on the “+” button to open
the Exchange certificate wizard.
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| f | https:/flocalhost/ecp/CerthMgmt/NewCertificate.aspx?pwmcid=3&Return Object Type=1

new Exchange certificate

This wizard will create a new certificate or a certificate request file,

You can either create a self-signed certificate or request a certificate from a certification
authaority, Learn more...

(® Create a request for a certificate from a certification authority
(O Create a self-signed certificate

3. Give your certificate a Friendly name and click Next to continue. The friendly name is created for
the server administrator to identify the certificate later. It is not the domain name itself.

ttps//loca ecp/CetMgmt/MNewCertificate.aspxipwmcid= eturnOhbjectType=
ah /{localhost/ecp/CertMgmt/NewCertifi i id=3&R ObjectT: 1

new Exchange certificate

*Friendly name for this certificate:

nessltest

cancel
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4. In the next step, you will be given the option to create a CSR for a Wildcard domain. Although
Wildcard certificates are accepted and supported by Exchange 2013, they are not recommended as
they may be not compliant with other server products which do not support them. If you are using a
multi-domain (aka other names - SAN or UCC) certificate, you can skip this step by clicking Next.

| @ | https://localhost/ecp/CertMgmt/NewCertificate.aspx?pwmcid= 3&ReturnObject Type=1

new Exchange certificate

[ Request a wildcard certificate. A wildcard certificate can be used to secure all
sub-demains under your root domain with a single certificate. Learn more

*Root domain:

cancel

5. Click Browse and select the Exchange server where the pending CSR will be stored on, then
click Next.

| @ | https://localhost/ecp/CertMgmt/NewCertificate.aspx?pwrncid=3&ReturnObjectType=1

new Exchange certificate

*Store certificate request on this serven

MAIL

cancel
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6. From the list, select the services to be secured with the certificate using Ctrl+Click. The step should
be omitted for Wildcard certificates.

@ | https://localhost/ecp/CertMgmt/MewCertificate.aspx?pwmcid=3&Return ObjectType=1

new Exchange certifcate

Specify the domains you want to be included in your certificate. Learn more
P
ACCESS DOMAIN
OWA (when accessed from the intranet) mail.ncssltest.info
OAB (when accessed from the Internet) <not specified>

OAB (when accessed from the intranet) mail.ncssltest.info

Exchange Web Services (when accessed from the internet) <not specified>

Exchange Web Services (when accessed from the... mail.ncssitest.info

Frchanne ArtiveSune fwhen accessed from the internet) <not snecifieds

cancel

7. On the next screen, you can review the list of domains/subdomains which will be included in your
certificate. If different services are using the same subdomain, it will be shown in the list only once.
Extra domains can be added using the “+” button if needed.

Note: The server internal name is added to the list by the server. Various other names may also appear,
depending on how the previous step was completed. Due to the restrictions of CA/Browser forum, the
Certificate Authorities do not issue certificates for internal/local domain names. Remove the internal
domain name from the list using the “-” button.

& | https//mail/ecp/CertMgmt/MewCertificate.aspx?pwmcid=3&ReturnObject Type=1

Help
new Exchange certificate

Based on your selections, the following domains will be included in your certificate. You can
add additional domains here, or make changes. Learn more

+ /7[] v
DOMAIN
mail.ncssltest.info

AutoDiscover.ncssltest.info

oancssitestinfo

ncssltest.info

back | | next ‘ | cancel
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8. After the list of names has been reviewed and edited according to your preferences, click Next.

@ Exchange Certificate - Moxzilla Firefox [= o[

B  hitps://mail/ecp/CertMgmt/NewCertificate. aspx?pwmcid=3&ReturnObject Type=1

Help
new Exchange certificate

Based on your selections, the following domains will be included in your certificate. You can
add additional domains here, or make changes. Learn mare

+ /- v
DOMAIM
mail.ncssltest.info

AutoDiscover.ncssitestinfo

oa.ncssltestinfo

nessltestinfo

| back | | next ‘ | cancel |

9. In this step, you will fill in the organization details. Short descriptions of these fields are listed
below:

e Organization name: the name of your company. If the certificate is not being used for a
company or organization, you may enter “NA”. In most cases, domain-validated certificates
are sufficient for the Exchange server so this will not cause any issues.

e Department name: the department within your organization. “NA” can be also used here if
there is no department in your company.

e Country/Region name: select your country from the drop-down list. This field refers to the
country in which your domain is registered/operating.

e City/Locality: the full name of your city.

e State/Province: the full name of your state or province. You may re-enter the city name if
there are no states or other regional identifiers in your country.

Note: All fields should contain only alphanumeric symbols (A-Z, a-z, 0-9); special characters (“&”, /7,

CEAIY A

, “a”, etc.) are not allowed.
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& | https://localhost/ecp/ CertMgmt/NewCertificate.aspx?pwmcid=3&ReturnObject Type=1
p p. g pxip ject Iyp

new Exchange certificate

Specify infermation abeut your organization. This is required by the certification autherity.
Learn more

*Organization name:

|Namecheap

*Department name:
[sst

*Country/Region name:
| United States

*City/Locality:
|Los Angeles

*State/Province:

|Ca|if0rnia

10. Enter a path to the folder on your computer in which the CSR will be saved. In this example, the
file will be saved in the “certs” folder on the disk C://. Note: the destination folder should be
created in advance. The system offers to save the file with .req extensions; however you will need
only its text, so you are free to use .txt extension.

& | https://mail/ecp/Certhgmt/NewCertificate.aspx?pwrncid=38&ReturnObject Type=1
[k P £ B L ¥YP

new Exchange certificate

*Save the certificate request to the following file (example: \\myservername\share
\mycertrequest.REQ):

\wmaihc$\certs\CSR.bxt

You'll need to submit the contents of the file you entered to a certification authority.

After you receive the certificate file from the certification authority, you'll need to click
Complete in the Information pane to install it on your Exchange server. Learn more

cancel
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Administrator 2~
Exchange admin center

recipients servers databases database availability groups virtual directories  certificates

permissions

Select server: | mail.ncsshtestinfo vl

compliance management
+ @ e -
organization

NAME STATUS EXPIRES ON a
protection nesshest Pending request 2/23/2017
nessitest
Microsoft Exchange Server Auth Certificate valid 11/23/2020
mail flow . N —
Certification autharity-signed certificate
Microsoft Exchange Valid 12/20/2020 Issuer: C=US, S=California, L=Los Angeles, 0=SSL, OU=Namecheap,
mobile CN=mail.ncsshtest.inf
wMsvC Valid 12/16/2025 falknessiestinte
public folders Status
pending request
unified messaging Expires on: 2/23/2017
Complete
servers
Assigned to services
hybrid

1 selected of 4 total

12. The file can then be found in your computer using the path that was specified in the step 10. Please
use the whole text (including Begin and End headers) for certificate activation.

Home Share View

@) - 1 | L. » ThisPC » Local Disk (C) » certs
S Favorites Name - Date modified Type Size
B Desktop E st
& Downloads File Edit Format View Help

& Recent places

MIIEXjCCABYCAQAweDECMBoGATUEAWWTbWFpbCSUY3NzbHR1c3QuakSmbz ESMBAG

8 This pC ALUECuae] TmFtZWiNo ZWFLMQuaeC g YOVOQKDANTUBX FDASBENVBACMCBxv cyBBbmd 1
& Deskiop bGVZMRMYEQYDVOQTDAPDYYxpZmIybm] hMQswCQYDVQQGEWIVUZCCAS TWDQYTK0Z T
 Documents hvcNAQEBBQADEgEPADCCAQoC ggEBAT VB dsgXmiEPGZ7hXhhdhZki/@VKg7+8HPT

cChbsK/vXvOHRN7QLPcrZDAc iD/KR15RREkSS +x8G6LEHDEVZ1 7y1F 2+ N+ xmIxbC

& Downloads TOgSaINDpSO+vi2Yd2mefo3TnEaulBl21PaYaPnliX11X0trBoldmdKs /6gVDakxSs

i Music 7¢81xTR+0IWHiSFQKdn7T/ FplelocwdF+Vil 2b6tmt Tkej fObl13aZa/811wFYt

= Pictures 09A3jHHKz /66HoPu/ /15ecPUstKEVZXCCptise@ln]2jq3elulqRA+hT ThwoHKW+

B Videos bnZ6WI7NEqZ5uskEHFG+84767M1g0moY8Yatl 1komCTKse+F61ECAWEAACCAZ W
&, Locel Disk (€3 GEVKKWYBBAGCNWBCAZ EMFg02L § TuOT TuMC Ay MFWGCS sGAQQBE] cVFDFPMEBCAQUM
E21habhwubmhzc 2x0ZXNOLmLuZmBMDASDULNMVEVTVFXNQUIMI AwiTWl cmdzb270

e Nework LKVAY2hhbmd1L1N1enZpY2VIb3NOLmVAZ TBy BgorBgEEAYI3DQICMAQWY g TBARSa

AEBAZQBIAHIAbWBZAGBAZgBOACAAUEBTAEEATABTAEMASABhAGAADEE1AGWATABD
AHIAeQBwAHQADWENAHIAY(QBwAGgA2QB] ACAAUABYAGBAdgBPAGQAZQEYAWEAMIGU
BgkqhkiGoweBCQ4xgalwgZewDgYDVREPAQH,/BAQDAggMFAGAIUAEQRXMFWNCE21h
akhiubmNzc2x@ZXNeLm1uZm+CGOF1dGIEaXNjb3Z1ci5uY3NzbHR1c3QualSmbAIR
b2EubmNzc2x@ZXN@LmluZm+COm5jc3NsdaVzdC5pbmZvMAWGALUdEWEB /wQCMAAW
HQYDVR@0BBYEFLDm3g4ySF2IqHMKNwUVz1CCQLBIMABGC SqGSIb3DQEBBQUAAATR
AQABIMhc FHr74VZ6S3sypQ5/YQbEzvYIY1IKVFL1IMYo24YtMFk9OPo0G+OGK FNP
Z8ikhEjk1gKblz@75dAVITE7f2cqmHQIGOy+6Gzab tnIx/ cwlOyB0qoaEvolHnm
k1QreiC+ualedelyaviivzDIxvlpbCnthIvioz6YsBMP511pxNOuFcx@uiOL5DvwX
FZRMPHW2vSDCANBIN2dHonXufZ59spC+fsTiPYXbp+6QmHUNVMHCIApHN2CCI9Nr
24+rdIWnXQIz7H4hhXgsw6IILQMI1TaG4HEI5egFOJAY+8,/YHbkdGRzUOF2KvAdRg
ctDBBFZIX8eQlQFdxZZ6rZKkK

13. After the certificate is issued by the Certificate Authority, you will be able to install it using this
guide.
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