Web

Mobile
Domain & Hosting VXS CHAKRA SURIA

Social
Digital Marketing SDN BHD 768351 P

SEOQ/PPC
Site Security
Email Marketing

Simplified

Generating CSR in CWP 7

Certificate Signing Request (CSR) is a block of code containing encrypted information about your
company and its respective domain name. This code is required for activation of an SSL certificate.

In order to generate a CSR code in your CentOS Web Panel (CWP), please follow the steps listed below:
1. Log into your CWP admin area here: http://server_IP:2030/
2. Locate 'Apache Settings' from the left-hand navigation menu.
3. Select 'SSL Certificates' from 'Apache Settings' and switch to the '‘Generate CSR' tab.
4. Fill in the blank fields with the requested information using only alphanumeric characters:

- Common Name (Domain) - a fully qualified domain name (FQDN) you would like to secure. If
you are activating a wildcard certificate, the domain name should start with an asterisk (e.g.
*.example.com).

- Country Name (Code) - a two-letter country code that is compliant with 1SO 3166-2.

- State or Province Name - the complete name of your state or region.

- City Name - the full name of your city or local area. Please avoid using abbreviations.

- Organization Name - the legally-registered company name. For OV and EV SSL certificates,
Comodo (now Sectigo) Certificate Authority will need to verify the organization name you
submit. For DV SSLs, this field will not be listed in the certificate details. If you do not have an
organization, you can enter '‘NA'".

- Organization Unit Name - the name of the department within your organization. If not
applicable, you can enter 'NA' here as well.

- Email Address - provide the email address the certificate files will be sent to. You will also be
able to change this email address during the activation process. This email address will not be
used for Domain Control Validation (DCV).

- Valid Days (default 365) - you can enter the default value 365. This value will not affect the
validity period of your SSL certificate.

- Key Size - select the key size from the drop-down list. We recommend 2048 bits.
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https://www.namecheap.com/support/knowledgebase/article.aspx/794/67/activation-process
http://server_ip:2030/
https://en.wikipedia.org/wiki/Alphanumeric
https://countrycode.org/
https://www.namecheap.com/security/ssl-certificates/organization-validation.aspx
https://www.namecheap.com/security/ssl-certificates/extended-validation.aspx
https://www.namecheap.com/security/ssl-certificates/domain-validation.aspx
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% Dashboard
Module S5L Certificate
A& OWP Settings =
B ListInstalled &) AutoSSL [FREE] 38 Manual Install s Install from server = Generate CSR [M Generate Self Signed
E3 Server Settings =
F Apache Settings T I Common Mame (Domain): example.com
» Select WebServers
: us
CountryName (Code): | US | | BEGIN CERTIFICATE REQUEST-----
» Apache Configuration MIICYTCCADECAQAWEYMXCZAIBENVBAYTALVTHMRAWDEYDY
State Or Province Name: Phoenix COYDVQOKDAJOQTEQHA4GATUEEWWHOXT pemIUYTEUMEIGA
+ Apache Status b28xCzAIBENVBASHAKSBMSAwHEY IK0Z ThveNAQKBFhFhZ
BTCCASTWDQYIKOZIhw cNAQEBBQADEEE PADCCAQOCEEEBA
+ Apache Re-Build Locality Name (City): Arizona bEBYeYFCTWSPFayzUbuL 1A1MIzqIwC+cdH24C/ +LbiPG2
TvHivKhmVtpileghrTplD5t+s2bFSgIE+WBIZuktvelAn
» Apache Include Conf e ) AB7QrPREBA/ Yol hFFuEg1 I3k5/ RXGWIwl ThPnpBdHOSC
e Organization Name: NA oayHAAZ VGBS hiiNeTGZxt K+CQYMBCRCYCZ N3 AMTHCAHE
Edit Apache vHost quAp9KIGnINd8na/ TFSYa@CGUEE/Dersiucoibj+R7mxF
D Sl Eails A Ins Organizational Unit Name: A IDSCAWEAARAAMABGCSqGSTb3DQEBCHUAAGIBAQAT LhVEK
' poh/@7@woE7oVAZTZUDGSPLTOSKKUKGZ3MT LhPZGHWOUZ
* Rebuild Virtual Hosts wrH1sMEGPUhD4BpDEzIPT1Kb/ INeTKBITg+DcGHECryT
Email Address: admin@example.com XPBCqAQZxhyiuBmDPZ+8EZU718/Qpo4XEAXTBQISQIBRT
+ Apache vHosts Template XOzZkSTFmmACyKbgLacKVbOC1kaVPXx@4P1UOZUITEZv11
YIdHSyd9eKyc+2GYe8F74LKQBi TXg/ vvUkzPKy+U7pSA
» Apache Redirects Walid Days (default 365): T A [ END CERTIFICATE REQUEST-----
I’ SSL Certificates I Key Size: 2048 bits (Recommended) B
+ Tomcat Manager
Send by email:
X PHP Settings N

B Service SSH =

5. Make sure that every field is filled out. Once you have done that, click the 'Generate' button.
As a result, you will receive two codes: 1) CSR code and 2) Private Key code. Your CSR code
will be saved in the /etc/pki/tls/certs/ folder in a file with the ".csr' extension.

The CSR code should be copied including the tags ----- BEGIN CERTIFICATE REQUEST----- and
----- END CERTIFICATE REQUEST----- to begin activation.

Your Private Key code can be found in the 'Private Key' tab. Please make sure to back this code
up, since it is not possible to install the certificate without it.
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https://www.namecheap.com/support/knowledgebase/article.aspx/794/67/activation-process
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erver = Generate CSR @M Generate Self Signed &% Configure

Certificate Private key

————— BEGIN PRIVATE KEY-----

MITEvQIBADANBgkghkiGIWBEAQEFAASCEK cuggsiAgEAADTIBAQDVDECRT7AFEGLE]
jUNoa2 / AkHmHwk1rD3+Ms1G8C9Q0ITCchicAvnHROuAY /124 jxthg3cDk/AeMeMUT
NGiHME7x4ryoZlbaYtXoIla®6dQ+bFfrimxUoPRPLyCHWcILb31AT 2bWaWFQYNL vIc
se+3XwWPOBqzORAXFZKCY4RRCBINSNSOF@VxlosNUATS6dHRzwQiStBISCT VggUd
EKDLge0Mh+ANr8KtMNA cDXkxmcbSvgkGIVHEQrwsS4wl kInABXGMidhA e /mrxNs
P1i+DVKrwkfSoxpy TXFI2vB38mGtAhINBPw3q7 IrgKImd/keS5sRajlfgxemfnjHhF
6KOPMiATAEMBAAECEEEAB2DA/ g6pgPhPsmDhSKsMLIo00CFnilhyioKUaBjg+1lou
fazrjkROVLeLF84tySIECBhS12IKE71IMmmIVEXaxAVw/NITEL jeDYqD+X17CAL
4eVidab3+rSuchDI4pFS7FUVNSMe 6518t udyBZ0Y2FBpyvanse ] +uVw+s0SUxPQIa
dMLcWlHamKet@upLe4R++22uZs5gNs71374 bnQcOYDobQlnk9KrgdHYenvybItI
d842FtNnPdHadKaD5wyolK10V07 CdOSwlei pSGbisLUXASQq6p+T4UmSEmibidgy
dyFR/NdhITIymZDwA7 CaXzignADmESEAqLXdommNAQKBQD+FNMMhWINK/ JaXf/+
4p0IdhDANHKX0Z / qB+Z4PMFFhnUIu+glBgqfx12U/5cDcwRSpy+1su¥YDS2nOwc D
eq7da/ U+ XW3Hg8VasFZ1TegqrSNsD7 PaOuBK7fucfaqu+T16eSbl1X+nvz2Na79ou
FO+FB5SmieCk+PDpaPradaMmpluk BgQDwezt HiWCdeXEZSSAyuhk31ynby8FXiNBS
tINMSELtasmhHNbYnyxIYKI8ygkI+RYzYNBGrSE4AT /AELSHSZwD2oh8nmVFAIN3N
1GM5WBWIX++6ZVKeYVM1FUSAWI1EXTUABUKHNOL / xdI1HC7Ag9kKk2ibbT31] 1ud
1yAuXvtg/QKBgQCYILFEbELVYLOzeF gk /GesFzpO0ajmoxVi 2MrV1AyBu+He TPkl
T2vVmycxloegpyoi0/qnBf/VuSLZMzmMA1DjelBYYZM/ 3YVad6+CkLWGBIFTILLK
a0JpawbDLThd(QBsgjCBEuURAEGaQF3hWGSwY kNFZmPk6bpltnKQOgFyva2FQKBgCs]
Buwb@1fe461KELoTNmE /L2Tj2CWEyICVGbn3cF4eoEffc7OYL704FVIVEDBCSpi+B
®ySu/X/ fpoglajwZFCmnsC216b6BY1DgDvYHVIUXr8TLE3KS90IMksK3biB65a7Z
W+Un5s4Q5GxCXmtD7YcgBIuBFFIDTeEvNI+1s609A0GABMCOK s JWBGERI1FX/ NFY
veTlhgPtgriorXWaQRD61SwgcBLELIgITO2108FPyXQNTj31KFDgh1K 1U0X7ZPgq
ULDyrPVaeNbNSuhsQQjR1SUywKyVFX/Cj+V1Pz90azPYdgxc SuCImwkiMIrvC7Nnd
P+wjqnLOJbF/ kbYtreNQvoa=

Don't forget to save your Generated Key File on your local computer if you are planing to buy a signed certificate!

Please note this Private Key code will automatically save in the /etc/pki/tls/private/ directory.

[ Config | [ ServerInfo | [ Create Directory | [ Create File | [ Upload | [ Shell | [ Portscan
i << [etc/pkiltis/private/

:j _;::"r: Ir::c:un [ Inverse ][ Delete ] [ Copy ][ Move ] [ Compress ] [ Resolve IDs ][ Permissions

~ [ backup Name Perm Owner

-1 bin

- boot [ bak 755 0

[ dev Name Perm Owner

- [ ete )

- home hostname.key 644 O

- lib centos-s-1vepu-igb-lon1-01.key 644 0

- [ libB4 .

- B2 media server-cwp.key 644 0

- [ mnt server-dovecot.key 644 0

- = opt server-http.key 644 0

-] proc

[l root server-postfix.key G440

~ [ run =

' sbin El example.com.key 644 0

[ Al | [ inverse | [ Delete | [ Copy | [ Move | [ Compress | [ Resolve IDs | [ Permissions
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