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CSR generation on SonicWall

This article sheds the light on the topic of CSR generation on the SonicWALL SSL-VPN Appliance. Please
keep in mind that the certificate should be activated. You can find some tips about SSL activation in
this guide.

In order to do so, a CSR code is required during the activation. Please follow the steps below.
1. Log into the SonicWALL SSL-VPN appliance portal.
2. After that, please expand the System menu and click Certificates:

SONICWALL> SSL-VPN

Name Issuer Expiration CRL Download Configure

Note: Importing or deleting additional CA certificates or adjusting the CRL update interval only takes effect after reboot.

In the Server Certificates section, click Generate CSR.

On the Generate Certificate Signing Request (CSR) page, please specify the following details:

- Name: Enter your domain name or subdomain. It will be more convenient to detect what this
SSL certificate is created for.

- Organization: Specify your company’s legally registered name (for example, YourCompany,
Inc.) . If you do not have any organization, please put in “NA” instead.

- Unit/Department: Specify your department within the organization.(Sometimes this field can
be prefilled or even be blank; however, if you have a Domain Validation (DV) certificate, it will
be enough to write “NA” in case you do not have any information regarding the department.)

- City/Locale: Enter your contact details here(current location of the individual or organization.

- State: Please specify your state (also, you can duplicate the city name here if you do not have
one)

- Country: Enter the country code. Please keep in mind that a two-letter country code should be
applied. You can find codes here.

- Domain Name (FQDN): Insert your fully qualified domain name or subdomain. For
example, yourdomain.com or mail.yourdomain.com.

Note: If you have a Wildcard SSL certificate, it is possible to use it with SonicWALL by
specifying the domain name in the *.yourdomain.com format. The domain name should be
pointed to the SSL-VPN appliance’s external public IP address.

- Email Address: Specify the e-mail address which should be used for certificate delivery.

- Password: Enter a password to protect the private key that is generated along with the CSR,
and please make sure that the password is saved. It will be used during installation.
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https://www.namecheap.com/support/knowledgebase/article.aspx/794/67/how-do-i-activate-an-ssl-certificate
https://countrycode.org/
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- Key Length (bits): In the drop-down list, select 2048. The size must be at least 2048 bits. Also,
you can use the 4096-bit key. SonicWALL supports key sizes from 1024 to 4096 bits. However,
we recommend that the standard 2048- or 4096-bit key is used.

5. Once everything is done, please press Submit:

SONICWALL> SSL-VPN

| User: admin Mode: Configuration

> & ostem
System > Certif > Certil Signing (CSR) @
Status
Licenses
Name: your cert
Time E ——
g Organization: [yourorginization
Administration Unit/Department: yourdepartment
Certificates City/Locale: [yourcity
Monitoring .
| State: yourstate
Diagnostics —
Country:
Restart ry s
1 About Domain Name (FQDN): yourdomain.com
> Network Subject Alternative Name =
| (optional): |
[ Portals R S
& vpn.yourdomain.com -
{ > Services
I» NetExtender
|» &P £nd point control
» 0 secure Virtual Assist Y T [youremai
> @ Secure Virtual Meeting B
Private Key Password
1 » @1 Web application Firewall | (optional):
» @ Geo 1P Botnet Filter Key Length (bits): [2048 v
(> High Availability
r 8 i . —TT—
R =)

6. Please save the created .zip file on your desktop for convenience:

4~ I » ThisPC » Desktop » v |0 Search Desktop »

Organize « MNew folder & - (7]
~

7+ Quick access -

@ OneDrive

[ This PC
B Desktop
Documents
* Downloads
J’ﬁ Music
[=] Pictures
B Videos
i Local Disk (C:)
- Local Disk (D:)

N, h
File name: »
Save as type: | Compressed (zipped) Folder ~
# Hide Folders Save Cancel

7. Open the created .zip file and extract the two files: server.csr and server.key:
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B m- Compressed Folder Tools
File Home Share view Extract ~ @
Documents [&] Pictures I g
')
Universtity [l Desktop - Downloads - oo
Documents _J Music = Pictures | ot
Extract To
A B > esrzip ~ o Search csr.zip »
Name Type Compressed size Password ...  Size Ratic Date modified
¥+ Quick access
[ server.csr CSR File 1KB No 2KB  25% 2714/2017 6:50 AM
& OneDrive [ ] server.key KEY File 2KB No 2KB 23% 2/14/2017 7:02 AM
8 This PC
[ Desktop
Documents
3 Downloads
D Music
[&=] Pictures
B videos
i Local Disk (C:)
== Local Disk (D)
= Network
*d Homegroup
Zitems 2 items selected 2.80 KB [E=

8. After that, please open the file with the .csr extension and open it with a text editor.
Note: A Private Key (.key file) is obligatory to be saved. It will be used during installation.

Edit Format View Help

| ————— BEGIN CERTIFICATE REQUEST-----

MITIDDzCCAFcCAQAWXT EOMAWGALUECxMPFYWRZYWODTALBgNVEBACTEGREKY XM=xDTAL
BEghWVBAgTEGFkc2QxDzANEgNVEBACTEmMFz ZGF z ZDEPMABGALUEAXMGIHNR ZHNhMQ sw
COYDAVQOQGEWIVQTCCAS TWwDOQY Ko Z ThwcNAQEBEQADgsEPADCCAQoCggEBAL+eLWHg
nNhDhIm2ANglcPjz6TEpHSEMxGIImSASDYOEIBEl4+sHy J1e2nMOGTIive&lN+nklimh
AlKPMgnuT4oGISEP@s j2Fm2 loYxVefsKoOVhCFodzf216DL 500D rzz]l Swhp IMOZtd
A7 FGDew2mgBe 7UFNY /ABPhISGP2qPnis8kHQgi9%saqS1TtnvB3I7cPkY /k09pbk
cteFflAglONRTIeXylbhD9dzFyDYR13IQGEK jeZdvmt jDMur+ V9 ayBauoltBveRms]
Fvbs ADGTWVhC+WEtndbvlgTAFngRMjger 7XALSKNZREY jdDDESantDCFYVISKnMSA
OT+cFGkZI92ndjd@CAwEAAaBTMGsGCSgGSIbIDQEID] FeMPrasCOYDVRETEATWADAL
EghVHQSEBAMCEaAwHOYDVRE1LEEYWwFAY IKWwYBEQUHAWIGCCsGAQUFEWwMBMCMGALUC
EQQcMEqCEmR =Y WR=YYIQIWRIYXIkLmlpa29s fW5rbzANBgkqghk1G9wlBAQs FAADC
AQEATEdTwWCBOFoIiRY I8 /kpgqzledY =z /Az+Pg2NGCpuaZbguvbdTI1Ye VmddIP9
EsAdZiXOQMNcK I cMWfnd8xiwDY z7D8Yagk bwF+rKyHDEyHgDokWPQOQPSWIWrY cM=z
YOYKxJactE/MujwnlArlOWnIIixtcDAWs9FPdzKEMB+cTELrXseS5rHIQ+3dGg2Yed
SEGDA+9ZTZAbBTHX tk ZhWQ7UZtBauEHLobef /fwD9kz6 3w/ gMGIponBktBdfgrxx
TLvLkepRME9LalpoYcyiYVWyB3thGPEd3AbBDPLK7E2E81GXhpTUMENw+1HE /SCBgMi
RVOtOhEAIOY IokyiB+dZXX3ISPg==

————— END CERTIFICATE REQUEST-----

9. Now you can use your newly generated CSR code with the ----- BEGIN CERTIFICATE
REQUEST----- and ----- END CERTIFICATE REQUEST----- tags for activation.
Your newly purchased SSL can be activated here.

10. After you receive the certificate from COMODO, you need to install it.
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https://ap.www.namecheap.com/ProductList/SslCertificates
https://www.namecheap.com/support/knowledgebase/article.aspx/9919/0/sslsonicwallinstall

